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Financial crime remains at record highs 
as the pandemic continues to accelerate 
digitisation and create new opportunities 
for fraudulent activities. As a result, AML 

institutions and other AML regulated 
entities worldwide. Scaling up staff to 
deal with evolving AML challenges is 
problematic. So how can organisations 
do more with less while complying with 
tightening regulations? 

Enter next-gen AML. Once theoretical, 

and effectiveness of AML programs. The 
technologies work by automating the 
consumption and analysis of relevant 
data to allow for more rapid and earlier 
detection, as well as earlier and more 
impactful triage activity.

In this interview, Tom Field of Information 
Security Media group spoke with three 
AML experts from SAS: David Stewart, 
Global Director of Banking Fraud, Financial 
Crimes & Security Intelligence; Keith 
Swanson, Regional Director of Fraud, 
Financial Crimes & Security Intelligence, 

Paul Franks, 
Director of Financial Services, Australia and 
New Zealand. 

The AML experts discuss:

• The post-pandemic AML landscape
• Advances in next-gen AML like AI, ML 

and cloud
• Best practices in AML modernisation

If you’ve heard about next-gen AML and 
you’re curious how it works and where it 
can make the biggest difference at your 
organisation, read on. 
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units. They have created, very quickly virtual 
teams comprising of fraud, information 
security and AML investigators with the goal 
of identifying emerging risks and unwinding 
and investigating these highly complex and 
often collusive fraud rings. As for enforcement 
actions, there’s a phenomenon that I call 
enforcement parity. It means that, whereas 

exclusively by U.S regulators, now we see a 

moderate amounts.

European regulators are focusing on 

from organised crime rings, corruption, and 

Assessment, or SOCTA, report that covers all 
the various sophisticated threats we’re facing. 
With respect to technology, while regulators 
are promoting the application of next-gen 

struggling to manage the systemic risk posed 
by real-time payments and digital currencies 
– things like stable coins, and the discussion 
of central bank digital currencies. 

where so much money has been put forth to 

OVERVIEW OF THE AML REGULATORY 
CLIMATE

TOM FIELD: David, how has the AML 
regulatory climate shifted most over the past 

had on regulators and regulated entities?

DAVID STEWART: The AML regulatory 

the pandemic, with more sophisticated 
scams and schemes. Enforcement actions 
and the pace of change with technology 
have also increased. These factors combined 
have created elevated systemic risk across 

day for fraudsters, who’ve taken advantage 
of people who were not very digitally literate. 
The increase in fraud ultimately increases the 
amount of suspicious activity under review 

to do with the same amount of resources. 
For example, the U.S Department of Labor 
estimates that over $63 billion has been paid 
out in fraudulent unemployment claims 
during the past 12 months.

The magnitude of scams has been such 

in response have established fusion centres, 

“We’ve also seen a focus around not just transaction monitoring 
but also customer screening and customer due diligence, and 
about how you are making sure that you know that customer that 
you’re working with is truly who they purport to be.”

– Keith Swanson
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stabilise the economy during the pandemic, 
tax evasion is a big concern. Recent 
discussions have suggested that banks be 

that becomes a regulation or an expectation, 

institutions. As we gradually return to work, 
we would have all learnt lessons about how to 

to put much greater emphasis on improving 
our digital decisioning.

THE ANZ MARKET

FIELD: Paul, how does this compare with 
what you’re seeing in the Australia and New 
Zealand market?

PAUL FRANKS: There are a couple of 
similarities and a couple of key differences. 
As David mentioned, we’ve seen almost 

the need to go effectively cashless with the 
pandemic, accelerating something that 
was on a pretty high trajectory anyway. But 
with that, there comes a crossroads. If you 
had AML systems or capabilities at your 

they’re probably going to be found wanting. 

Many institutions have made a 
transformative effort on their own account, 
and they’ve realised they need to be better 
– whether that is in the technology space, 
in capability with their people, or in how 
different components or systems work 
together to provide an overall AML fabric. 
What we have seen in the last 18 to 24 

regulatory posture. We’ve moved from a “tell 
me” type regime, to a “tell me and show me” 
– and not just “show me once,” but “show me 
consistently” that you are able to meet AML 
regulatory compliance obligations.

Unfortunately, in some cases we have seen 
the opposite of what David has seen. The 

depressing share prices, and impacting 
executive employment, of some institutions 
here in Australia, resulting in heavy remedial 
programs for those institutions impacted. 
With increased digital transaction activity, 
we’re seeing a lot more non-transactional 
data being attached and looked at as part 
of the AML prevention and detection cycle. 
With that, we are still seeing a couple of key 

including completeness of what is being 
monitored. We are still seeing a lot of the 

“A lot of people still perceive analytics as a back 

– Keith Swanson
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to greater assurance. There is a greater focus 
on coverage as well, more robust and holistic 
rules and scenarios, meaning that institutions 
are starting to strengthen that AML fabric to 
allow for more rapid and earlier detection, 

Unfortunately, some of that’s been through 
regulatory pressure while others are doing 
it more in response to it. We are also 
seeing some AML activity moving away 
from mainstream banks into non-banking 
institutions, such as gaming, casinos and 

now, pay later.” The regulator has teeth and 
these teeth bite. The challenge now is, how 
institutions will respond to that effectively 
and consistently for a better outcome for the 
customer.

FIELD: Keith, with your work within the 
region, what are you seeing in other parts of 

KEITH SWANSON: There’s a bit of 

and into what David and Paul have seen, yet 
some differences. There are lots of different 
types of economies and nature of exposures 
within the region, but if you look at where 
regulators have placed themselves and 
where they’re placing themselves into the 
future, you will see a continued focus around 
the types of regulatory reporting entities 
being impacted. It’s not just the large banks, 
but other institutions as well. 

The nature of exposure is also a little 
different. We’ve been talking for quite some 
time about digital currency, (with some 
economies in region historically being more 

digital transactions, and the regulators are 
asking organisations to focus on how they 
remediate a digital identity. When you’re 
not seeing someone face to face, how are 
you doing “know your customer, know your 
entity”? How do you make sure that the 
customers you’re doing business with, are 
who they purport to be? Doing business with 

funds early on. That’s why you see regulators 
being focused on customer screening, know 
your customer, and customer due diligence.

Lastly, regulators in the region have been 
focusing on giving greater guidance 
around the application of new technology, 
such as AI and ML. There’s also been 
a focus in industry associations, and 
from the regulators themselves, on how 
organisations should use more reference 
data and work with the regulators and 
regulated organisations and their peers 
around sharing data. It’s the idea that a 
private-public partnership of information 
helps us better combat a common cause 
and a common purpose. Years ago, it was a 
risk-based audit from the regulator: “Show 
me how you’re managing risk. Show me 
your policy and procedure.” Now, it’s also an 
evidence-based audit: “You have sent me 
this information. I’ve seen information from 
your peers. Show me why you reported 

similar to us.” 
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SAS is engaging with some regulators in the 
region around how they can use data and 
analytics capabilities to better stitch together 
a broader narrative of the types of exposures 
that they’re addressing by bringing data 
from one institution and another institution 
together, and saying, “Here we have a new 
typology. We have a new emerging risk. 
How can I provide greater guidance to 
organisations about how to combat those?”

AML TRENDS IN THE ANZ MARKET

FIELD: You have each mentioned 
that regulators are stepping up AML 

seeing in the market?

FRANKS: As Keith mentioned, we’re seeing 
not only the “tell” but the “show” The 
concept of an end-to-end process where 
all elements – from data, source systems 
or transaction records, right through to 
the reports is manifesting. How does that 
whole process relate to money laundering 
compliance and associated activities? How 

are reliable? They are not only identifying 
the suspicious person or entities we need 
to look for, but, how do we effectively assess 
and manage them if they’re found to be 
wanting? We’re seeing a much stronger 
focus on this in the market. 

It’s easy for me as a technology vendor 
representative to talk about tech, but I’m 
seeing a lot more focus on the process and 

thinking around how rules and scenarios are 
put together. Then once done, how is the 
right data fed to support the rules and to look 
for the particular alerts and related networks, 
such as organised crime syndicates. Such 
crime syndicates have always been there, but 
the current climate has given them greater 
opportunity to be active. The regulators 
are starting to look at alternative or newer 
technologies, such as AI or machine learning. 

It’s very easy to get caught up in the hype 
of wanting to do something with these 
technologies. In reality it is about where 
do you apply technology intelligently 
for the most effective outcome, not only 
for compliance outcomes, but also for 

increase in the use of machine learning 
mostly in the data side, particularly around 
data curation. 

The regulators are doing a pretty good job of 
exposing new technology through various 

many vendors in the market, including 

used where it makes sense. It’s very easy to 
get caught up in it and spend a lot of time 
and money and go a very short distance in 
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terms of uplifting your capability. Regulators 
are calling out institutions with suboptimal 
reporting. The reality is, you need to be either 
near real-time or real-time for the reporting 
as well. 

SWANSON: You need to look at not only 
what the regulators have done, but also at 
how organisations are responding. We can 
think about it in the sense of waves. A lot of 
the focus historically has been around how 
to focus larger institutions. But there’s been 
a focus these days around what insurers are 
doing and on how superannuation funds, 

Australian marketplace, are making sure 

risk approach and the systems to support 
that. From a waves perspective as well, in 
the mutual evaluation completed in New 
Zealand, they’ve extended the coverage to 
include real estate agencies, accountants and 
lawyers. The wave is to where you say: “This 
is what I’m focusing on,” but what does that 
mean for the organisations and how they 
apply that? 

In Australia, from a perspective of that “carrot 
and stick” approach of the regulator, we 
have seen some organisations increase AML 

needed to address the completeness of data 
and coverage of typologies, so they threw 

“The regulatory model will become more economically 
sustainable to the degree to which organisations start to 
move applications into a cloud-managed service environment 
to keep pace with the change in all the different technologies.” 

– David Stewart

more scenarios into the systems and threw 
more people at it. Now, if you think of it as 
a pendulum and how we bring back the 
balance, organisations are saying: “How do I 
come back to more of a sustainable model in 
which I’m not in a remediation phase, but I’m 
more at a “go forward” phase? Organisations 
are asking, “How do I look to AI and ML to do 
that and when using AI, how do I make sure 
it’s explainable to the regulator?” 

Lastly, we’re seeing where the regulators are 
playing to that next wave of interest. We’ve 
seen actions in the gaming space, not only 
from the regulator but from other regulatory 
institutions in the country, that focus on 
overseas branches and correspondent 
bank transactions. We’ve also seen a focus 
around not just transaction monitoring but 
also customer screening and customer due 
diligence, and about how you are making 
sure that you know that customer that you’re 
working with is truly who they purport to be.

STEWART: Regulatory emphasis on arts 
and antiquities dealers and how high-end 
art has been used to conceal illicit funds 
for many years. North America is applying 
AML regulations to art and antiquities 
dealers. The regulators have been targeting 
the cash acquisition of luxury real estate in 

in other markets where you have a lot of 
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high-end luxury properties being bought 
in cash or through wires and through shell 
corporations. 

SAS is an analytics company, but what may 
not be known is about one-third of our 
revenue comes from data management 
solutions including data entity resolution 
capabilities, the ability to read and write 
to all these various data sources and APIs. 
Sound data practices, completeness of data 
and data governance are important – to 
not just do it right once, but to do it right 
day after day to manage your AML risk. You 
need to be able to prove and show you can 
process and surveil your risk with a high 
degree of repeatability. We do a lot of work 
around entity resolution capabilities, and we 

solutions, especially with some of the new 
technologies that are available to us.

The French regulator, the ACPR, authored 
the 

, which highlights 

appropriate data management. The second 
is performance of algorithms. The third is 
stability, or thinking about the resilience of 
your analytic practices over time. And the 
fourth is explainability. Currently, FinCEN is 
soliciting feedback on model governance 
best practices in AML compliance. It’s not 
enough to be innovative and analytically 

rigorous; you have to do it in a manner that 
has strong governance.

FIELD:
“next-generation,” and what does it mean 

regulated entities?

STEWART: When we refer to next-gen 
AML, we’re talking about the application 

life cycle. Typically, what we’re talking 
about is techniques like machine learning 
and deep learning to detect and score 
events, by automating manual processes. 
Also, we’re seeing techniques like natural 
language processing, which is very helpful to 
manage unstructured data or to automate 
the generation of SAR narratives. In the 
AML space, rules-based systems have 

a lot of reasons. Whether or not activity is 
suspicious, is very subjective and qualitative. 
A lot of institutions are automating the 
decisioning process, this triage process and 
trying to automate the obvious decisions. 
For example, if someone hits on wire activity, 
cash activity and generates a number 
of ATM withdrawals in a short period of 
time, all of that combined should trigger 
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an investigation. Or as another example, 
maybe you hibernate a one-time cash alert 
or event until you detect some other activity 
for a party. Those are examples of what 
institutions are doing to try to automate 
those decisions that have a high probability 
of being repeatable and correct, and that 
provides some operational relief. 

Another example is where organisations 
are applying machine-learning techniques 
to detect patterns that would be nearly 
impossible for a human to detect – for 
example, slang that exists in SWIFT 
messages that might be consistent with 
boycott violations. Natural language 
processing can automate that process at 
scale very quickly. It’s about the two E’s: 

entities, it’s not a matter of if you’ll be 
deploying next-gen analytics; it’s more a 
matter of when. Nearly every institution is 
layering next-gen analytics alongside or 
on top of incumbent processes to improve 
them, because it’s still early in adoption in 
the industry in production. So, it’s one thing 
to do a pilot or a POC, but to have these 
things running in production, you see they 
are spending a lot of time and effort on the 
testing and data and model governance 
requirements.

“We can make people more capable, more able and able to 
have a greater, wider remit. Technology can support that. 
Process can support it. But you have to invest in your people.” 

 – Paul Franks

I haven’t seen any institutions or any 
regulated entities that have completely 
replaced all of their incumbent processes 
with some of the newer RegTech, AI or 
machine-learning capabilities. But I can 
see a future where that’s the case. For 
regulators, it’s going to require an upskilling 
of resources, just as it has for the compliance 
departments within regulated entities. And 
in an ideal world, regulators would ease 

more latitude to sunset some of these old 
typology-driven strategies that have very 
high false positive rates, have very little value 
to law enforcement and make it easier for 
institutions to migrate to next-gen.

FIELD: Based on your experience with 

institutions are adopting these next-
generation capabilities such as AI and ML 
techniques, and what challenges do they 
face when implementing these into their 
AML programs? 

FRANKS: One of the great challenges of 
new technology capability is capability 
of people. People keep talking about 
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technology, but is that knowledge pervasive 
in the organisation? Resilience is only 
achieved where people and processes are 
very capable together. People don’t know 
all the sources of transactional data or 
non-transactional data, which gives a more 
complete picture. It’s easy to get caught up 
in all the different pieces of technology, but 
you need a reference architecture. Where 
is your current state today? What is an 
achievable transition state? Start to bring 
those capabilities on board, and then how 
do I get to the target state. That may happen 
over a certain time period, and it may involve 
external and internal stakeholders, good 
advice, and a technology vendor. 

Executives want to talk to people who have 
done this before, who have achieved the 
outcome. Successful institutions look to 
do two things. They look at the reference 
architecture from the design, making sure it 
is complete and it works and interoperates 
to ensure a tight integration between the 
different components. The next is to decide 
where to apply those newer technologies 
and how to evolve them and how to lift 
decisioning capabilities over time. When you 
put new technology in, you’ve got to prove 
that it works and you’re getting results, and 
advise the regulators what you’re doing and 
work with them. 

SWANSON
adoption journey goes back to understanding 
the journey and the relevance to an 
organisation. When you look at a region 

is quite a bit of variance in scale. In this 
scale, organisations often grapple with how 
adopting next-gen applies to them and 
where they should be on that journey. 

want to know: “How can you help me better 
optimise the number of alerts I have and 
how can you help me reduce my risk?” A 
lot of people still perceive analytics as a 

space, organisations need to incorporate 

Organisations are saying: “I want to use AI, 
I’m very reliant on human intelligence from 
the people working the alerts. How do I make 
sure that I bring these together into the 

better decisions can be made?” This plays to 
explainability. It’s great to say you have the 
best algorithm, but it needs to be explainable 
– not just to you and the people who built 
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the algorithm, but to the people that have to 
action the alerts and decide whether to make 
a regulatory report to the regulator.

Organisations are asking: “Where do 
I start? I have legacy technology with 
newfound capabilities of next-gen, how do 
I incorporate those things together? Where 
do I get to from a reference architecture 
perspective? What can I do internally, and 
where do I need to seek help from outside 
organisations?”

PREPARING FOR 2022 TRENDS

FIELD:
and beyond, and what advice would you 

STEWART: There’s a nexus of, economic 
pressure, advances in cloud technologies 
and validation that AI and ML techniques 
are legitimate, that there are proven 
use cases, and that there are people 
that know how to implement them. The 
regulatory model is becoming more 
economically sustainable, to the degree 
that organisations are starting to move 
applications into a cloud-managed service 
environment to keep pace with the changes 
in technologies. It will be interesting to see 

already started moving other applications 
into the cloud, will start to move some of 
their AML operations.

For the smaller regulated institutions that 
don’t have a large number of analysts and 
investigators, our challenge will be to make 
the analytics more approachable. Our 
mission at SAS is to democratise analytics. 
We have a lot of plans for putting more 
advanced analytics in the hands of smaller 
institutions, and I can see alot of change 

SWANSON: I can see organisations focusing 
on how to bring AI, ML and collective 
intelligence into the single interface of their 
AML operations team. There will be more 
interest around using reference data to 

ownership data and adverse media data 
and how to present that, along with all 
the great insights from the algorithms – 
allowing staff to make better-informed 

is a great way to reduce risk. There will be 
continued focus around explainability of 
processes, not just around explainablity 
of AI, but also around data assurance, 
including completeness and lineage.

The pandemic has accelerated the push 
towards digital transactions. Organisations 
will need to understand the nature of the 
digital identity and its importance. A large 

ways of doing digital identity processes and 
checks. It might have “know your customer” 
onboarding, “know your employee,” “know 
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your supplier,” an ongoing due diligence 
process that reassesses existing entities, and 
a completely different process of handling 
application fraud. Our customers are asking 
how they can look at identity holistically –the 
attributes about the person, the attributes of 
the transaction or the attributes of the device 
and how, if I had a better understanding of 
this across the enterprise, how could I simplify 
my process and reduce my risk.

FRANKS:
process and technology. Head counts are not
going to increase in a cost-constrained world, 
so how do we have this concept of the virtual 
or visual investigator who is able to see things 
at all times, perhaps even ahead of time? 
Humans will do the high-value work, the 
machines will do the low-value, repetitive 
work, making the investigator far more 
effective and able to look for the pattern. The 
technology is going to be cloud because of 
its scalability, resilience and sustainability. 
If you want to bring capability on quicker, 
you have more ability to do that in a cloud 
infrastructure than in more traditional, on-
premises infrastructures. 

People aren’t going away. But how do we 
make people more capable and more able 
to have a greater, wider remit. Technology 
can support that. Process can support 
it. But you have to invest in your people. 
When you enable your people, the gains are 
immediate and often more substantial than 
just simply investing in new tech. You need 
to have that balance.

Facing stricter regulations and rising costs, 
organisations strive to investigate 

SAS® Anti-Money Laundering is a cloud-

institutions and regulated entities 

all processes, including suspicious activity 

sas.com/au/aml

About SAS® Anti-Money 
Laundering
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